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RESUMEN E JECUT IVO
En 1991, Mark Weiser formuló el paradigma de ComputaciónUbicua definiendo el concepto de Entorno Inteligente como unespacio físico repleto de dispositivos, muy integrados en elentorno, y con capacidades de identificación, sensorización yactuación. La InAm fue la primera evolución de este paradigma,centrando completamente los servicios ubicuos en los usuarios.Internet de las Cosas (IoT) expande el ámbito de localizaciónde estos dispositivos y servicios ubicuos, representados comocosas, de un entorno local a Internet como red global.Para la realización de la visión de IoT se deben tener encuenta una serie de aspectos que diferencian estos sistemas delas soluciones que se han aplicado tradicionalmente a EntornosInteligentes. Una arquitectura de aplicación para un sistemaIoT debe tener en cuenta diferentes aspectos:
• Mecanismos de interacción entre las cosas que permitanconstruir aplicaciones mediante la combinación de lasfuncionalidades que ofrecen cada una de ellas porseparado.
• Modelos estandarizados de representación de las cosas:para uniformizar la organización y estructuración dela información que proporciona cada una de las cosas,con el fin de facilitar la interoperabilidad a la hora deconstruir aplicaciones.











Para la implementación de estos escenarios de aplicación, lacolaboración entre las cosas es uno de los principales retos deinvestigación. El objetivo de esta colaboración es ser capacesde satisfacer necesidades globales mediante la combinación deservicios que proporciona cada cosa de forma individual.Frente al modelo centralizado en el que existe uncoordinador único que orqueste la ejecución de los serviciosindependientes, se propone un modelo de composicióndescentralizado, en el que cada una de las cosas es autónomay sabe cómo debe actuar por si misma ante los cambios en elcontexto del sistema. Por lo tanto, las reglas de comportamientode cada una de las cosas están distribuidas entre todoslos dispositivos, siendo cada uno de ellos el responsablede determinar su comportamiento. Esta solución favorece lasescalabilidad del sistema, puesto que permite la incorporaciónde nuevas funcionalidades sin afectar al resto. Además, con laausencia de un controlador central, se elimina la problemáticaderivada del punto de fallo único (Single Point of Failure),aumentando las disponibilidad del sistema.Para ello, además de que cada uno de los elementos dela red sea capaz de conocer su comportamiento, cada una delas cosas en la red debe ser consciente de la existencia deotras cosas, y ser capaz de recibir información de ellas. Puestoque hablamos de entornos móviles dinámicos en los que losdispositivos y servicios pueden aparecer o desaparecer de lared, es necesario definir:
• Un protocolo de descubrimiento que permita quelas cosas se anuncien en la red describiendo susfuncionalidades, y que puedan buscar otras cosas en lasque estén interesadas.










modelo de lógica distribuida. Por otra parte, define protocolosde descubrimiento y gestión de eventos para habilitar estacolaboración entre cosas independientes.
modelo de información uniforme
Otro aspecto importante es la representación, a nivel deaplicación, de las cosas distribuidas. Para favorecer lainteroperabilidad de cosas a la hora de construir aplicaciones,es necesario uniformizar y estandarizar la descripciónestructural de la información que proporciona cada una de lascosas.Las redes de subestaciones eléctricas son un dominiode aplicación muy representativo de sistemas de cosasinterconectadas. Entre las propuestas para la estandarizaciónde los modelos de información y comunicación en este dominioque podrían aplicarse, de manera similar, a IoT, destaca elestándar IEC 61850. Esta especificación define un modelode referencia genérico para representar cualquier tipo deelemento (cosa) que puede existir en una subestación, deforma que facilita la interoperabilidad entre dispositivosheterogéneos. Además, el estándar IEC 61850 define unconjunto de servicios concretos para interactuar con el modelode información genérico para la descripción, monitorización ycontrol (como servicios principales) de los dispositivos en lassubestaciones.Es un modelo sencillo, escalable y genérico que puedeaplicarse a cualquier otro dominio de aplicación y que, agrandes rasgos, estructura la información de la siguiente forma:
• Logical Device: representa e identifica a un dispositivoque está formado por un conjunto de nodos lógicos(Logical Nodes). Como ejemplo se puede considerar untransformador de una subestación eléctrica.










funcionalidad. Por ejemplo, el sistema de refrigeracióndel transformador.
• Data: representa cada uno de los datos concretos enforma de un conjunto de atributos (DataAttributes). Porejemplo, la temperatura del sistema de refrigeración.
• DataAttribute: representan el valor de cada uno deatributos que describen un dato concreto. Por ejemplo,el valor instantáneo de la temperatura, sus límitesmáximo y mínimo admisibles, la propia calidad del valorinstantáneo, etc.
Se podría adoptar esta misma idea para representar deforma uniforme las cosas en Internet. Aplicando este mismomodelo de referencia para describir de forma estándar lascosas se podrían utilizar los mismos servicios para interactuarcon ellas. El IEC 61850 define, además, mapeos de esosservicios a protocolos de comunicación concretos. Sin embargo,los protocolos de comunicación definidos por el estándar no sonadecuados para IoT.Por lo tanto, esta Tesis analiza y verifica la idoneidad delIEC 61850 para escenarios IoT.
protocolos de comunicación










servicios como recursos publicados y consumidos mediante losprotocolos en los que se basa la Web. Sin embargo, no existenprotocolos para descubrimiento y gestión de eventos pararecursos REST. Esta Tesis aborda dicha carencia proponiendouna especificación de estos protocolos para arquitecturasREST.Respecto al tema de representación de los dispositivos,la estructuración de la información en base a recursospropuesto por REST frente a servicios encaja perfectamentecon el modelo de referencia de información propuesto porla norma IEC 61850. La composición de Uniform ResourceIdentifier (URI)s que identifican los recursos en la Webcomo concatenación de nombres (por ejemplo, para identificarel límite máximo de temperatura para el sistema derefrigeración de un autotransformador se podría considerarla URI /Autotransformador/Refrigeracion/Temperatura/
LimiteSuperior), que se corresponde de forma directa conla identificación de los elementos en el modelo de referenciaIEC 61850 (LD.Ln/Data/DataAttribute). Del mismo mode sepodrían adoptar los mecanismos de interacción con los recursosen la Web (principalmente mediante el protocolo HypertextTransfer Protocol (HTTP)) para el mapeo de los servicios de lanorma IEC 61850.Esta Tesis propone aplicar los principios de REST,aplicables en Internet por ser una arquitectura REST, para losprotocolos de descubrimiento y gestión de eventos, así comopara el modelo de referencia y los servicios de la norma IEC61850.Para ello se propone una estructuración de los corre-spondientes modelos de información en recursos REST, yse especifica el mapeo de los servicios para la interaccióncon el modelo de información mediante el protocolo HTTPaplicándolo a la manipulación de la representación de losrecursos mediante los métodos defininidos en el protocoloHTTP:










• PUT: para crear o modificar la representación de unrecurso concreto.
• POST: para enviar, a un recurso concreto, información ano relacionada con su propia representación.
• DELETE: para eliminar un recurso concreto.
confiabilidad










Research is to see what everybody else has seen, and tothink what nobody else has thought.— Albert Szent-Györgyi
An expert is one who knows more and more about less andless until he knows absolutely everything about nothing.— Nicholas Murray Butler
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This chapter presents and introduces the context of thisthesis. In section 1.1, the scope and the different aspects thatmotivate this work are outlined: building smart and dependableenvironments with the integration of distributed devices thatcollaborate in the Internet.The research objectives targeted by this work are describedin Section 1.2:
• Studying the requirements of the communications forthese environments to extend the scope of the devicesfrom local spaces to the Internet.
• Analyzing the suitability of the IEC 61850 standard forthis domain.
• Studying the requirements for dependable communica-tion.












This research work is motivated by some open issues andchallenges in the realization of smart environments accordingto the IoT paradigm, as described in this section.
1.1.1 Building smart environments
’Specialized elements of hardware and software, connected bywires, radio waves and infrared, will be so ubiquitous that noone will notice their presence’. This is the scenario envisionedby Mark Weiser in 1991, creating the Pervasive or UbiquitousComputing [105] paradigm. A smart environment, thus, canbe defined as a physical location populated by devices withidentification, sensing and actuation capabilities.This first vision was extended by the concepts, ideas andscenarios applied to AmI [1] where the surrounding devices andservices had a user-centric target, oriented to aid and supportthe users in the environment. Smart environments, according toAmI concepts, are electronically augmented surroundings withidentification, sensor and actuator devices, and are aware ofthe presence of people to provide them timely and relevantservices for better health and wellness support [83].IoT is a new evolution of both concepts, focusing on thespatial distribution of the devices, as a set of interconnectedthings forming pervasive computing environments [61] andtherefore, requiring enhanced communication protocols anddistributed intelligence for the smart objects.As also stated in [5, 61, 33], the IoT concept is the result ofthe intersection of three complementary visions:
• Internet-oriented vision: focused on the distribution andnetworking aspects, basically centered on middlewareaspects. Its result should be a global network intercon-necting smart objects by means of extended Internettechnologies.










the set of supporting technologies necessary to realizesuch a vision such as Radio Frequency IDentification(RFID)s, sensor and actuators, machine-to-machinecommunication devices, and so on.
• Semantic-oriented vision: targeting the semantic repre-sentation of the devices and their capabilities, orientedto build applications and services, focusing on theknowledge derived from the information obtained fromthe system, leveraging such technologies to open newbusiness and market opportunities.
A thing in the IoT vision could be defined as a physical entitywith the following common features:
• It is uniquely identifiable and addressable in the wholesystem.
• It has computing capabilities.
• It has communication capabilities with other things.
• It has sensing or actuation capabilities which behave asinterface with the real world.
Considering the spatial distribution aspects, the followingchallenging issues must be taken into account for therealization of the IoT idea[5]:
• C1. Full interoperability of interconnected devices: theinherent heterogeneity of technologies and capabilitiesof the devices and services to be integrated insuch a globalized system requires both architectural(middleware based) and communication based solutions.










of the centralized control entity. This objective canbe taken into account, as more and more devices areequipped with increased networking and computationcapabilities.
• C3. Scalability: considering the large scale of IoTenvironment and the dynamism of the things in theinterconnected network.
• C4. Low computation and energy resources: bothcomputing and energy consumption constraints becomea relevant aspect in a massive deployment of spatiallydistributed devices.
The aim of this thesis is to study and explore these keyaspects for building smart environments according to the IoTvision.
1.1.2 Enable dynamic integration of distributed things










(DPWS) [68, 55], Universal Plug & Play (UPnP) [87] andothers. Among these, the Web Service (WS) family of protocolshas gained much popularity for developing interoperablesystems and applications, specially considering the benefitsof supporting Service Oriented Architecture (SOA)s. However,it is considered heavier than what is required in the smartenvironment context and hence suffers from performancedegradation.As an alternative, REST has gained much attention from thecommunity, which is also considered as a lighter and cleanertechnology compared to the Simple Object Access Protocol(SOAP)-based web services [35].REST is an architectural paradigm for distributed systemsbased on the resource concept, used for naming and identifyingany kind of available information in the system. This kind ofarchitecture must follow the next principles[28]:
• Unique identification of resources.
• Resources are described by representations.
• Uniform interface to interact with the resources.
• Stateless communication for applications.










feature in a highly dynamic environment. Event managementenables engagement and notifications among existing thingsfor supporting functional collaboration and composition.So, the following challenges can be identified in order toenable the RESTful integration of distributed things:
• C5. RESTful dynamic discovery mechanism for dis-tributed things
• C6. RESTful event management for distributed things
This work is motivated by the need of specifying alightweight middleware approach following the REST princi-ples for enabling dynamic discovery and event management ofnetworked resources.
1.1.3 Enable collaborative environments










scenarios, but also simplify the application workflow at a peerlevel, as each peer will be responsible to perform its ownobjective task depending on the environment notifications.The issue of distributing the application workflow (effectivedecentralized service composition) logic to individual peersand show the flexibility it provides, is another motivation forthis work: distribution of application workflow logic into thedistributed peers to achieve simplicity and avoid single pointof failure of a traditional centralized control entity.For example, a lamp service peer may only be responsibleto switch-on or switch-off the physical lamp device given theapplication logic it has. Moreover, having a true P2P-likearchitecture will enable the addition or removal of a servicewithout affecting the overall operations. However, existingsolutions are mostly geared towards a centralized controlmechanism where the central entity is solely responsible tocommand how the individual device and service will react inresponse to various notifications from different devices andservices.Regarding the collaboration among things, the followingchallenges can be pointed out:
• C7. Functional composition of things
• C8. Decentralization of the application workflow amongthe distributed things
Therefore, the issue of distributing the application workflow(effective decentralized service composition) logic to individualpeers and show the flexibility it provides, is another motivationfor this work.
1.1.4 Applying IEC 61850 to smart environments










has extended its application range to new power systemdomains such as Wind Power Plants [42], Hydroelectric PowerPlants [43] and Distributed Energy Resources (DER)s [46].It considers the IED term referring to any device ina substation with processing capabilities that can shareinformation and commands with other devices. Clearly, thisconcept shows great similarities with the thing idea in the IoTenvironment, and thus it could also be extended to the Internetdomain.IEC 61850 was designed and developed taking into accountthe following requirements [57]:
• High-speed IED to IED communication.
• Networkable.
• High-availability.
• Guaranteed delivery times.
• Standards based.
• Multi-vendor interoperability.
• Support for heterogeneous samples data.
• Support for File Transfer.
• Auto-configurable / configuration support.
• Support for security.










• A simple information model for representing the diversethings.
• Abstract services to interact with the information model.
• Specific mappings of the abstract services to differentcommunication protocols.
Both the information model and the abstract services canbe totally applied to the IoT domain, while the currentcommunication protocols proposed by the IEC 61850 arenot completely adequate for IoT[49, 55]. The IEC defined acommunication mapping based on SOAP-eXtensible MarkupLanguage (XML) web services, when proposed the extension ofthe IEC 61850 scope from electrical substations to Wind PowerPlants [45]. Therefore, this thesis elaborates on the suitabilityof IEC 61850 information models for IoT applications, extendingit with a RESTful mapping of the abstract services.Regarding this topic, the following challenges can beidentified:
• C9. Adopt the IEC 61850 information model for IoT.
• C10. Define a communication mapping suitable for theInternet.
This work is motivated by the possibility of extending therange of application of IEC 61850 principles to the IoT domain.
1.1.5 Enable dependable environments



















1.2 research goals 11
• C11. Define a dependable protocol to be applied in IoT.
• C12. Incorporate these dependability-related features toa RESTful architecture.
So, this work also addresses the variability of messagingrequirements in an AAL environment and is motivated by theneed of studying the dependability needs in terms of messagingfor realizing AAL scenarios, and defining a proposal for thatpurpose.
1.2 research goals
Taking into consideration the motivations and challengesdescribed in previous section, this thesis has the followingResearch Goals (RG).
• RG1. Study the requirements of IoT paradigm related tobuilding smart environments, considering a decentralizedpattern for the resulting applications.
• RG2. Study the suitability of networking protocolsapplied to model and communicate with distributeddevices to meet the IoT expectations for supportingdynamic environments of devices according to discoveryand addressing needs.
• RG3. Study the suitability of applying the IEC 61850modeling and interaction principles for representatingthe things in the IoT paradigm.
• RG4. Study the adequacy of the communication protocolsdefined for the IEC 61850 to the IoT networking andcommunication challenges.
• RG5. Study the requirements related to buildingdependable applications based on IoT.










Challenge RG1 RG2 RG3 RG4 RG5 RG6
C1 X X X
C2 X X






C9 X X X
C10 X X X
C11 X
C12 X X
Table 1.1: Traceability of Challenges to Research Goals
Table 1.1 relates these research goals with the challengesidentified in section 1.1.
1.3 proposed approach
In order to respond to the research goals described in section1.2 the following Research Activities (RA) shall be conducted.
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attributed to a centralized control entity. Further, itshall distribute the application workflow logic among thepeers to develop a flexible architecture with autonomousbehavior of the peers.
• RA2: Define a lightweight discovery and eventingprotocol to enable decentralized communication.The proposed approach shall focus on specifying alightweight middleware approach based on REST forenabling dynamic discovery and event managementof networked resources. It shall define a RESTfulmechanism so that the distributed things can discoverone each other, and exchange notifications among them.
• RA3: Define a RESTful mapping for IEC 61850 model.This task shall define a RESTful communication mappingfor IEC 61850 services, so that the information modeland abstract services proposed by the IEC 61850 can beapplied in the Internet.
• RA4: Define a safe communication pattern amongdistributed devices.This task shall analyze the messaging requirementsfor building dependable IoT scenarios, and propose adependability-enabled RESTful communication pathwayfor alert-response management.
Table 1.2 relates these research activities with the researchgoals identified in section 1.2.In order to test and validate the applicability of the proposedapproaches in the IoT environment, different applicationdomains shall be analyzed as case studies:
• Smart home scenario: to validate the suitability of adecentralized application logic among peers, as proposedin RA1.
















RG6 X X X X
Table 1.2: Traceability of Research Goals to Research Activities
• Health care: to validate the dependability relatedinformation in the RESTful communication patterndescribed in RA4.
Further, analytical comparison of the proposed approacheswith existing solutions shall be conducted, showing quantita-tive results to show the feasibility of the contributions:
• Comparison in terms of message size and processing timeof the RESTful proposal for Discovery with UPnP andDPWS to validate the results of RA2.
• Comparison in terms of message size and processing timeof the RESTful proposal for Eventing with UPnP andDPWS to validate the results of RA2.
• Comparison in terms of message size and processing timeof the proposed RESTful mapping for the IEC 61850 withthe the SOAP-XML Web Service mapping defined by theIEC 61400 to validate the results of RA3.
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1.4 thesis statement and contribu-tions
The central idea of this Thesis is:
RESTful mapping of IEC 61850, extended with discovery andeventing features, is a suitable approach to facilitate therealization of dependable IoT scenarios with a decentralizedapplication control logic.A set of autonomous things located on the Internet, describedfollowing the principles stated by the IEC 61850, will beable to collaborate and perform composed actions, if they areaugmented with dynamic discovery and eventing mechanisms.The RESTful protocol must be enhanced to support dependablecommunication, in order to realize safety critical IoTapplications.
To this end, the Thesis has made the following contributions:
• Reference architecture for decentralized networks ofdevices based on a P2P approach.
• RESTful middleware for lightweight discovery, eventingand communication.
• RESTful mapping for IEC 61850.
• Analysis of dependability needs and impact in the IoTcommunication pattern, applied to RESTful communica-tion.
1.5 thesis organization



















4 VAL IDAT ION
In this chapter, we validate the contributions of this researchwork, considering two different perspectives. First, in section4.1 we analyze and compare the proposed approach forRESTful discovery and eventing protocols with the discoveryand eventing protocols defined for UPnP and DPWS. As thethree of them are HTTP based protocols, the analysis andcomparison is done based on the size of the messages thateach protocol defines for:
• Advertisement of new services or devices in the network.
• Search for services or devices in the network.
We also analyze the overhead that is added when incorporatingdependability-related information into the communicationprotocol.Then, in section 4.2, a functional validation of the approachesis carried out. This validation is conducted checking thesuitability and adequacy of the proposed solutions to differentapplication domains. Some prototype implementations of thethesis contributions have been developed in order to checkthat they can definitively be applied to realize the thesisgoal: building collaborative applications for IoT domain. Thesection describes the developed prototypes and the results ofthe implemented solutions.
4.1 analytical validation

























Figure 4.34: Advertising message size comparison
• RESTful discovery protocol is compared with SSDP andWS-Discovery.
• RESTful eventing protocol is compared with GENA andWS-Eventing.
• Overhead of including safety related information in thecommunication protocol.
4.1.1 RESTful discovery vs SSDP and WS-Discovery
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• Hello: message sent by the resource, UPnP Device orWeb Service when advertises itself in the network.
• Bye: message sent by the resource, UPnP Device or WebService when is no longer available in the network. Anexample of the three different messages that illustratesthe difference in size is provided in Listings 8, 9 and 10.
• Search: message sent by the resource client, UPnPControl Point or Web Service client when they want tosearch for a networked .resource, UPnP Device or WebService.
• Match: message sent by the resource, UPnP Device orWeb Service as response to the search message.
Listing 8: Bye message for WS
<?xml version=" 1.0 " encoding="utf−8"?>
<s:Envelope xmlns:wsa=" http://schemas.xmlsoap. org/ws
/2004/08/addressing" xmlns:d=" http://schemas.xmlsoap

































</s:Envelope> Clearly, the overhead introduced by using XML for encodingthe message information in Listing 8 makes it significantlybigger and harder to parse than the UPnP and RESTmessages.










org:service:SwitchPower:1 Both UPnP and REST messages are follow the HTTPrequest structure while WS discovery messages are pure XMLdocuments.




4.1.2 RESTful eventing vs GENA(UPnP) and WS-Eventing (DPWS)

















































































































Figure 4.35: Eventing message size comparison
• REST
Figure 4.35 shows the size of the different set of messagesthat are interchanged in the eventing use cases. There are fivekind of messages:
• Create subscription request and response: message sentby the resource client, UPnP Control Point or WebService client to ask for subscribing to events producedby the resource, UPnP Device or Web Service, whichresponds to the request.
• Remove subscription request and response: message sentby the resource client, UPnP Control Point or WebService client to stop the reception of events producedby the resource, UPnP Device or Web Service, whichresponds to the request.










• Send notification request and response: message sent bythe resource, UPnP Control Device or Web Service to thesubscribers containing the event data.
• Cancel request: message sent by the resource , UPnPControl Device or Web Service to the subscribers toinform that the subscriptions are no longer available.Clearly, WS is the heaviest protocol for alamos all kindof eventing messages, due to the use of XML for informationencoding. UPnP and REST have similar performance becauseboth of them follow the HTTP protocol.







<?xml version=" 1.0 " encoding="utf−8"?><s12:Envelope
xmlns:wsa=" http://schemas.xmlsoap. org/ws/2004/08/
addressing" xmlns:wse=" http://schemas.xmlsoap. org/ws
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UNSUBSCRIBE and NOTIFY) instead of using the existingones (PUT, POST, DELETE). These differences can be seen inListings 12 and 13.









4.1.3 Overhead of safety related information
This section describes the results obtained with a prototypeimplementation of dependable RESTful messaging solutions.We specifically evaluate the impact of adding safety headerswith the REST-based messages and compare parameters suchas size and processing time with messages not incorporatingsafety mechanisms.Figure 4.36 shows the size of different representativemessage types without (as shown in Listing 14) and with (asshown in Listing 15) the incorporation of safety related HTTPheaders. We observe that the impact of incorporating safetyheaders is significant as it almost makes the message sizetwice. However, this approach is still lightweight and easy toimplement to use ubiquitously.










































</event> Similarly, Figure 4.37 shows the impact of considering safetymechanisms in terms of performance. It shows the processingtime (in ms) of a single message with or without safety headers.This is represented by the red and blue lines, respectively. Thegreen line shows the safety verifying time, which includes theparsing and processing of safety headers and the computationof MD5 checksum to verify the integrity of the messages.
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Figure 4.38: Overhead of safety processing time
4.2 functional validation
This section validates the proposed solutions checking theirsuitability different application domains. Some prototypeimplementations of the collaborative decentralized environmenthave been developed in order to check their adequacy. Thesection describes the developed prototypes and the results ofthe implemented solutions.
4.2.1 Smart Home prototype
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Figure 4.39: Smart Home environment prototype



















4.2 functional validation 127
discovery and eventing features required for the decentralizedsolution. The internal processing of the discovery and eventingmessages and the implementation of the rule engine arecompletely isolated from the selected communication protocol.The conclusion of this experiment is that splitting theapplication logic among the independent peers is a feasiblesolution for building collaborative environments. It is anscalable solution as demonstrated with the conductedtest cases, and allows to incorporate new devices andfunctionalities dynamically following the ECA rules approach:the new devices must be aware of events produced by othernetworked devices and, according to some runtime conditions,will execute their own actions.
4.2.2 Ambient Media prototype










media service provisioning framework that incorporates theabove requirements while keeping the user at the center ofthe media selection loop. To demonstrate the usefulness of thisframework, we show experimental results by considering real-life scenario in a smart home environment and in a mobileuser’s context.
4.2.2.1 Problem DescriptionIn the context of ambient intelligence [26], user’s environment istechnologically augmented with myriad sensors and networkeddevices in order to provide support to the users. In suchan environment, providing ambient media to the users basedon their context is a challenging issue. This requiresaddressing several key issues, which are context determination,user’s preference management, control of smart artifacts, andmanaging users mobility. Besides, the development of aframework that can incorporate these aspects in a coherentmanner is not a trivial issue. In the following, we highlight thedifficulties that appear while addressing the above issues.
• User’s context plays an important role while deliveringambient media in the environment. Several sensory dataneed to be fused to determine the context. However,context determination is not always straight forward dueto the imprecision of sensing and media processing tasks.The dynamic derivation of context and the granularity ofcontext parameters also brings challenge in the overalltask.
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• Providing ambient media may also require to customizethe environment in order to provide better quality ofexperience. Environment customization relates to thecontrol of several household artifacts, such as changingthe lighting intensity or lowering the volume of an audiodevice. The heterogeneity of devices and artifacts as wellas their interconnections need to be considered in thisrespect.
• It is usual that the mobility of the users change. However,they should be provided with ambient media whereverthey are as per their need. Therefore, a mechanism isneeded not only to obtain their updated preferencesbut also to make it available in mobile locations topersonalize their media selection.
• The development of the framework that incorporatesthe above issues also poses challenge. This is mostlyrelated to practical issues such as the use ofparticular technology, the communication among severalcomponents, the availability and access of the media, theinterconnection of the devices to name a few.










Figure 4.40: Schematic view of the ambient media provisioning
Loop
The proposed framework dynamically maintains a set ofmedia preferences for the user based on different contexts.We call this as Ambient Media Preference (AMP)[39], whichcontains the scores of metadata-related attributes of differenttypes of media services.We now draw the high-level architecture of the proposedframework in Figure 4.41, which highlights its core components.In this architecture we show how it incorporates the severalaspects earlier mentioned:
• The users context is handled by the Context Identifiermodule.
• Ambient media preference update and gain estimationis instrumented by the Ambient Media Selector modulealong with the Interaction Manager module, the MediaSource Manager and the Gain Manager module
• The control of environment artifacts is taken care bythe Ambient Controller module in cooperation with othercontrol module such as smart space automation andmedia renderer
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Figure 4.41: High level architecture of the proposed ambient
media provisioning framework.










Figure 4.42: Component model of the proposed ambient media
provisioning framework.
In FAMe, a user gets support from the proposed frameworkto select the appropriate and relevant ambient media basedon his/her current context. The media selection can occur intwo different modes, which are automatic support mode andsemi-automatic support mode.
1. Automatic support
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Figure 4.43: Sequence of interactions that take place among the











Figure 4.44: Sequence of interactions that take place in semi-
automatic support mode provision. Note, in this
figure we only show a case when the user changes
the renderer selection that has been proposed by the
system.
2. Semi-automatic support
A user in this mode may choose to change the automaticmedia selection by changing the recommended media andthe different other settings such as a rendering device.Basically, in this mode also the system recommendsappropriate media and ambiance to the user as soon asthe user asks for it. However, this option gives the userfacility to override the media selection that is made bythe system. Figure 4.44 shows the sequence of steps thatoccur in an example case of the change of renderer bythe user. Similarly, the change of other settings takesplace.
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Web Service port as exposed interface of internal businesslogic, and the client components use Web Service clientsas proxies of the desired service. For the sake of simplicity,we have only shown the business logic part in some of thecomponents in this figure. Note, in our design, the AMPManager and Ambient Media Selector GUI resides in the smartphone.
4.2.2.4 Framework Prototype ImplementationThis section shows the layout of the experimental smartenvironment and the different devices that are in thatenvironment. In this environment, all the rooms are equippedwith X10 lamps allowing user or system control of thelight level. The environment is also equipped with Ubisense[90] indoor location system, which provides continuous 3Dpositioning of any object or user equipped with an active tag.Table 4.17 lists the different devices that are in the environment,which we use to conduct our experiment. Besides the deviceslisted in Table 4.17, all the networked devices are connectedto a router using Ethernet (Media Center + Kitchen PC) andalternatively using WiFi connection (Laptop, SmartPhone andUltra Mobile PC).
• Context Identification Our context identification serviceprimarily depends on Ubisense [90] real-time locationsystem. Using Ultra Wide Band (UWB) radio frequencytechnology, Ubisense location system proportionates 3Dlocation of active tags (connected to people and/ordevice) in indoor environments. The Ubisense platformoffers a .NET based Software Development Kit (SDK),allowing us to develop a ASP.NET Web Service wrapperto provide real-time location information of users andmobile objects at home. Therefore, using this technologywe obtain the values of different context attributes suchas who is around, their location and time.










to write a method for this purpose and later wrap it usingin a ASP.NET web service so that this can be utilizedeasily whenever AMP update is needed.We develop another web service that collects rating datafrom the web (e.g. IMDB movie database) and uses thisrating (if available) with with updated AMP scores tocompute gain in a media service. Note that the estimatedgain value is used by the Ambient Media Selector torecommend the user a media that has the highest gain.
• Media ServerWe adopted the technique described in [11] to developour media server. It is an OSGi based Digital VideoBroadcasting (DVB)-S and DVB-C Tuner for TV contentstreaming using Real-time Transport Protocol (RTP)-Real Time Streaming Protocol (RTSP) protocol. We usedthe MediaCenter in our environment to store movies andsongs. For content metadata acquisition, we consultedInternet Movie Database (IMDb) and TheTVDB.comthrough a web service that is built on top of the APIprovided by the respective parties.
• Media Renderer The Media Renderer Service in ourdesign has been implemented using VLC [100], which isa highly portable multimedia player supporting variousstreaming protocols and audio and video formats. VLCintegrates a little HTTP server that can be used for aHTTP remote control interface. We developed a wrapperthat controls the VLC player using VLC’s HTTP interface.
• Home Automation Service We use X10 lamp modules andthe ActiveHome CM11A Computer Interface to developa ASP.NET Web Service that facilitates the lightingcontrol in each room. Thus, the lighting level of eachroom can be set individually using standard Web Serviceprotocols.














Fujitsu-Siemens Scaleo E, running
Windows XP Media Center Edition
Speakers Ambient sound
40" TV screen Media renderer
Bedroom Laptop
Kitchen
19" Monitor Media renderer
Speakers Ambient sound
PC
X10 home automation interface is
connected to this PC
Mobile
devices
Ultra Mobile PC Used as a mobile renderer
Smart Phone User interface
Table 4.17: Devices in the experimental Ambient Media proto-
type.
ambient media selection at home. A Web Service clientapplication with GUI in the user’s Smart Phone has beendeveloped that access the proposed framework and usesthe media provisioning service to ask for ambient media.
4.2.3 Health management prototype











Figure 4.45: Healthcare sensors used in the AAL environment.















Figure 4.46: Application architecture
Devices Model
Blood pressure Taidoc TD-3132






Plug computer Globalscale GuruPlug Server
SmartTV Sony NSZ-GS7
Tablet PC Archos 80 G9
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This chapter concludes the thesis, summarizing the obtainedcontributions in section 5.1. Section 5.2 shows the list ofpublications resulted from this research work. Finally, section5.3 suggests and points out some future work in this area.
5.1 summary of contributions
This thesis has proposed a reference framework suitable for IoTthat considers the following aspects:
• Decentralized collaborative architecture built upondistributed things.As a result of Research Activity 1, it has discusseda P2P-like scheme for a collaborative IoT architectureand analyzed the possibility of distributing the requiredapplication workflow logic to individual peers. In thisapproach, each peer represents a thing and actsautonomously based on the application logic it has forits own interaction.The proposed approach not only provides the flexibilityof adding or removing new or existing thing to/from theInternet, but it also ensures scalability and removes theburden from the central entity usually encountered in atraditional centralized server or gateway based solutions.











exchange notifications among them has been detailed,following the REST principles. Such a middleware issuitable for service provisioning in IoT scenarios.
• Representation of the things according to IEC 61850based information model.As a result of Research Activity 3, a RESTful mappingfor IEC 61850 services has been specified in thisresearch, enabling the adoption of the principles andreference architecture proposed by this standard for IoTapplications, having the Internet as the scope of thenetworked things.











The following peer-reviewed journal and conference paperswere published during the course of this thesis:
5.2.1 International Journals
• From Sensing to Alerting: a Pathway of RESTfulMessaging in Ambient Assisted Living.Hossain MA, Parra J, Rahman SMM, Alamri A, Ullah S,Mouftah H. .(Accepted) IEEE Wireless Communications Magazine.(IF 5.417)
• A Framework for a Context-Aware Elderly EntertainmentSupport System.Hossain MA, Alamri A, Almogren AS, Hossain SK, ParraJ.(2014) Sensors, 14(6), 10538-10561. (IF 2.25)
• RESTful Discovery and Eventing for Service Provision-ing in Assisted Living Environments.Parra J, Hossain MA, Uribarren A, Jacob E.(2014) Sensors, 14(5), 9227-9246. (IF 2.25)
• A framework for human-centered provisioning of ambientmedia services.Hossain MA, Parra J, Atrey PK, El Saddik A(2009) Multimedia Tools and Applications, 44(3), 407-431. (IF 1.35)











• Safety-enabled restful messaging in Ambient-AssistedLiving.Hossain MA, Parra J, Alamri AIn Multimedia and Expo Workshops (ICMEW), 2015IEEE International Conference on (pp. 1-6). IEEE.
• Context-aware elderly entertainment support system inassisted living environment.Hossain MA, Alamri A, Parra JIn Multimedia and Expo Workshops (ICMEW), 2013IEEE International Conference on (pp. 1-6). IEEE.
• Bridging the Gap between Services and Context inUbiquitous Computing Environments Using an Effect-andCondition-Based Model.Urbieta A, Azketa E, Gomez I, Parra J, Arana N.In 3rd Symposium of Ubiquitous Computing andAmbient Intelligence 2008 (pp. 149-158). SpringerBerlin Heidelberg.
• A middleware platform for application configuration,adaptation and interoperability.Uribarren A, Parra J, Iglesias R, Uribe JP, López-de-IpinaDIn Self-Adaptive and Self-Organizing Systems Work-shops, 2008. Second IEEE International Conference on(pp. 162-167). IEEE.
• A survey of dynamic service composition approaches forambient systems.Urbieta A, Barrutieta G, Parra J, Uribarren AIn Proceedings of the 2008 Ambi-Sys workshop on Soft-ware Organisation and MonIToring of ambient systems(p. 1). ICST (Institute for Computer Sciences, Social-Informatics and Telecommunications Engineering).
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conference on Integrated internet ad hoc and sensornetworks 2006. ACM.
• The Amigo interoperable middleware for the networkedhome environment.Sacchetti D, Bromberg Y, Georgantas N., Issarny V, ParraJ, Poortinga RIn 6th International Middleware Conference 2005,Workshops Proceedings, Grenoble, France.
5.3 future work
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